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 Course Description 

An active security awareness program can greatly reduce many risks 
which cannot be addressed through security software and hardware 
devices. In these cases, it's the human element of security that must 
be addressed which is exactly what our product are designed to do. 
Our product will increase the level of security awareness in your 
organization. We teach your staff how to protect your digital assets. 
This training can be used as part of the requirements for ISO27002, 
PCI DSS, HIPAA, SOX and other standards. CISP is for any IT user not 
just employees in organizations, companies and financial institutions. 

 
 Type of Delivery 

Instructor-Led Training 
 
 Duration 

5 days 
3 hours/ Session 
 

 Training Benefits 
The following benefits provided with our training 

- Study Materials (Soft Copy on CD-ROMs) 
- Student Guide 
- Professional Presentations 
- Video Demos, Tutorials and Practice 
- Exam & Project (Obligatory)  
- CISP Accredited Certificate from ASK PC 
- Certificate of completion from ISSA Egypt 
- CISSP CPE credits 
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 Course Contents 

There is no better method of security awareness knowledge transfer 
than an Instructor-Led Awareness Sessions. Our modules concentrate 
on relevant topics such as 
phishing, scams, email security, 
social engineering and best 
practices for remote workers. 
Couple this with live demos of 
real-world threats and 
vulnerabilities, as well as concrete 
remediation steps users can take, 
the Instructor-Led Awareness 
sessions hit home with even the 
most pessimistic user population.  

 
 
 A few of the covered topics are 

- Understanding IT security 
- Physical security 
- Implementing physical security measures 
- Cyber security 
- Cybercrime issues 
- Social Engineering attacks 
- Phishing 
- Pharming 
- Vishing 
- Scam 
- Email Spoofing 
- Protection procedures 
- Desktop Security 
- Basic Windows Security 
- Password security 
- Cracking passwords 
- Internet Security 
- Internet Attacks 
- Malware 
- Spyware, Adware and Spam 
- Hacking 
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- Zero day exploits 
- Maximum security procedures 
- Email security 
- Patching 
- Perimeter security 
- Basic networking 
- Network security risks 
- Browser security 
- Firewalls and access control 
- Remote workers and VPNs 
- Digital certificates 
- Digital signatures 
- Security management 
- Backup and loss prevention 
- Basic cryptography 
- Retiring Old PCs 
- Incident handling 
- Information leakage 
- Organization policy 
- Regulations and standards 
- Intro to ISO27002 
- Intro to PCI 
- Intro to HIPAA and SOX and much more! 

 
 Who should attend 

This course is targeting anyone dealing with sensitive data such as 
bankers, merchants, workers in insurance companies, data entry 
staff, staff at companies seeking IT security standards such as PCI or 
ISO27002, students of IT at certificate and diploma levels and anyone 
interested in Information Security at introductory level.  
 

 Prerequisites 
Basic understanding of IT and Windows operating system 
For your convenience, download our free IT courses to enhance your 
IT knowledge: http://www.ask-pc.com/askIT.php (Arabic syllabus)  

 
 

http://www.ask-pc.com/askIT.php
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 Course certification 

Upon completing our offsite assessment in addition to the project, 
you will be eligible to get your CISP certificate from ASK PC and CPE 
report from ISSA Egypt. This course is offering CEUs from IEEE and 
IACET for more information: www.ieee.org/partners 
 

 ISSA Egypt 
This course is provided for ISSA Egypt chapter as an introductory level 
in IS security. ASK PC is the founding sponsor and course provider for 
ISSA Chapter in Egypt. You will get also CPE credits for CISSP 
certification upon completing this training plus free membership for 
one year in ISSA international. More information at www.issa-eg.org  
 
 

 About the author 
Dr. Mohamed N. El-Guindy, PhD, MBCS CITP, ABILD is the author of 
CISP course in addition to other IS security courses for ASK PC. He is 
also the founder and president of both ASK PC and ISSA chapter in 
Egypt. He has broad experience in the field of Information 
Technology and also speaker in many security events. 
For more information, kindly check this page: 
http://www.ask-pc.com/founder.html  
 

http://www.ieee.org/partners
http://www.issa-eg.org/
http://www.ask-pc.com/founder.html
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CPE credits: 15  
 

Egypt chapter dedicated training 
 

 
More about our partners: http://www.ask-pc.com/partnerstec.html 

 
 
 
Check our advanced IS security training and courses: 
 

 
 
 
 
 
 
 

ASK PC 
38 Mustafa El Nahas Street, Floor 5,  
Nasr City, Cairo, Egypt. 
Tel: +20 2 22715443 
admin@ask-pc.com  

http://www.ask-pc.com/partnerstec.html
mailto:admin@ask-pc.com

