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pFCKF eB CTCtIF W3HX c¢T
3bll M OF_ Fl aF G6ASKPGWya IIp
FYTHIKH3 bl 63nr OF ¢ .
AHDbIT Z2000 Gimr3CGtak v afF TIKOF b H Aj9% Badp/ur 406F
aFpNIOF ¢T W4y Udjb NUrslift 610 FB aF xI
FpmOB wy Py lIOF 2RMe v Ke. ZDOF C KB
nNAK 4y JIX B €] XM FCyT™ FBFK eblt 06K
eB Oy r bllOF 20091 4 F 0 kfe3Fy1 W LG yia/FHOFT  efbit@m 4 |
cryAUwFm cr lOF 1WOF Cy 1THhHOF nAK agfrycobF
60p _ FnylOF ppF UYUKOF D3 x.cHY FXOF mF
Cnt 6K wyHy Y] OF c¢cT ebllO _ OBBF _ ppF
MHYHRIDANFOFEM wy 3 UstOF 2 wlelK ##lO EylO
CIIOFM cr lOfF IOF O©F 31 IOppBObH OF HENFTY 9Dy
"KpfF Nt er'yKpfrpdlblMm €0OpB ey FB bftfll
AFTFxXWF W23 23N7F nem,B O0YB3 bc WUYB -
"MN"2UWIIOMFCh FB.Am3 Ap PbilyPBy WjOWFIs®T F
UOMNKWF n3K 2Cjagt B AF ¢cT FCTCjb u
Mayx agF 41t1 BvmM FmManb _cl CTHT bBM™
Ay U FB pOr0OypIle 106 ro/HENEKRG BeIHmF 101
bFUt FrK O33F VN2 bNT FOylrs Yf
OhKerxtdI>s dpF agfF3Ffc ¢T Uryt cglOF gFC
wAt PB FyYylF Ctx _ FBFTIra3kF F334Yl 3B
A F nlOw"forF BYms2Yw Fc £ B IOF UM H N1 IOF wr CF
Oy blYh w4t O2B10caTf /MHGFOYIHOFD /KHF 3¢ MF
FNnaxF CN?2 UymsCGT3 TFCHFT par G Ty Trusk  Ebywml
pMKF 4 bHDbIOF wBbihM 6y AJTIKOF 39Y¥B FBF
eB bBC?Y F3H/M1l wBC> ¢cT wWys3UYsKOF esB
Obmbh wtyax bl 6KFNKWF ¢T FnkO

NyTrslt™ EBHDBDLF'Y BICHF 3®p B 10€
FNANHBONOy AT WpMI ncC

_crnr pkF
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Computer Forensics

ODbFjTtOF 9FrcfF B ¢cT CT1Cj 3OF 2m wBCYar IOF b wmCIOF
eT OPIUOFHJICHFhM6 33 b wyr Up 3¢bvC3 Urjyppw WCK
Wy XxmOg bly OwF 9F

nAK w??fF T Wk c KO yAerersibEompOfing W KX 1OF Clows Tofoj HOFR Ta H 4
93vB Yfry3s UYhyyKPCHEFHa HANIOFT ewM _F U3l B _FKIOT Oy

CCFLUYIOF dFpylOF 23Ch agmC?

WTFp pF WwpyTKUDA KBFM kM HORF S IOFM a v AK c A4 B M ey Uy
FB UFYPHWOB TeB PHPKF HKkM 6nTCHK JOj OF pH3 3 6K
FnAyd) bm Fallrtm wy IH TFrey TwWydHF B GuplOp Yb nufiykKk np
FNn3B WAJKO urprFIOF C3Km wydHHFj OF wy CF 31 IOF

'wy r bp wWOpYb FnlOHA3UM Fon

FTKw NBDBIOR Bg HIOF M3 B wy 32/1FOF bMCIF o0Ccu?
Uz Bm wj BFrOF WOntuFwm ablUuFm WyyHwF wr A3 Fn
UyOoTwm WIOM? whabrtOF wgyntlOF eB FANlO /b3 2B wnt
Ol T pMIOF Brbr QUACYHIBFEMECAMWPFIOF exHKPFHIT IO
Wy cnloF WA3K cr BPOWF C3 3l r IOF
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UFBHANTIOF FytTHIOH3blh wWKF3HWb wyrsbh wgyk C33slB e

3 B3YmBhetric-key Cryptosystemsii y r 13 FOF 633 K0 OXfF33r OF uF3Yr
e K _ by, Sy 900N 95 3.0 @O0 IR0 JFPMrED3 IOF UIHA Is,01&p HYUF 3 Y |
On3T1T pMIOF _clFIOF Xy3rslOFm CyUYNstOF eK WyKF X

aFCbsPhPw eK _FYHK wrtO33WF WAbH wyLUFCTHG BOHP B F
MODBM ndAK C33lFrOF ch¥YT fB 3rblgls3som _ w3ss_F UL
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nNAK FFHMHKIO F B3I anUylo JF> Crantm ndyTHI D w)
C3glriPMOBlNMs 2 OJyU2MB on As B 6HKCOYNF BIOFB aF
dFChemM w3yUFOB WOntY Oy THbhbwmM #WBFCbP3hw paF bl n 4

Me KBoH> CAKO ¢c3BY UF

bMCIOF MABFAY¥3EH® 63717 CL cglOFM wy 2H BFj IOF wy ¢
Ody3'Yb nAK mfay ¥V mtAKev FOfkev A1 FOF Fy T HIOH3 blh ¢
wy CF3tOF wipuF, FHABWFRKKFYEMT3 neg @1 6Kr ¢ TmiO

‘WY 9H Bf | OF
NCF LUHIOF- nAK PHLU

MHX CTCj33 cCFBITOBPKL Hhep OFeyPlApBR OB HBDRR CEOF T |
FnhtbiP3 hw wyHF3rOF wy3YsOF pfFrysg>w

Qy OCKOF -nAK [OF Y]

9blb Oy y MBydF WsH TTH relOFF MkFMkF y 3 IOF nAK OyyMNb pY
MbFTH3T B 2OUYF 3By VWFBIOR R MAF PAG|Y

3y IOCIOF 3y fAj b

dFry3U4U3slOF eB wywBrlirsOFa G HA Toosy fn3tGoo ™M Y B w4dT O
. FYcb FKODBM ndK chbh’Y3 Hhn

Oy OCIHOF 6T CUh

DCbLCHF?2 eyrnasiMFAApMbERr o CyUp PBubwmYHbM wr blj
Wy 9H hfF ] OF wy CfF 31 IOF W

dr bI3 1 IOF -oH3lB n4d

Packet Sniffing Wy XM O3 bIlOwWF -a ) KOF n ¢

PHIj b CUM aCOIOF UWAMHH eOF wh iy KFEB Ya yeiF DR TOFLY B j YT Gy 13
i WinPcap 4F y3UYglOF umnto wesCP3grlr IOF ,eoy BFCIPIORF AWH ¥ 5 Y TFeYB mi !
WPE Pro.

IP Address Tracingd x O3 xwF- eT FH3K

e CTC/IIOF©Otac€byfy KOF HOF e dMinCFs EHWR IQFF maFHIOK I 3Got
MUbh c9tOFmM apFHPIOF WOntY Ufplfscw WOM c31TmMm eTFH3
MHops 4F"y KR WE UF W2 BolrcerandyDBsKinatlorrujmT HCIOR®F Mp C ir K

Email Tracing ¢ X MO g blIlOwF CT1 O3 KOI
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mpmC? Headsrgctx pABFOWF CT1 O 3 IORW ymEMI B Kbl KW FA | HE FbBID HOFe B (
brF BpwF e€eTpfFbmM UM 9Y9fF XFy ImM Saugdt  C Bm DRIOE x a P § blHO@ K

4y BFH]j IOF 63% oHIlB
File Structure df Y Ar KOF wy 33 3blyk

WTHT 9OF YfrDeeryption FAI oy AThlF MFTY | ibd 4lTr HKOFOMY { ¥ Mr HOF
WTFrc 6b c9OF 4fFyr aT1pfF OH AR pnYsKr IOF  yp SERblifig 0a0Q IF 3 |
wTtfFrj OF d9F y 3 GRE Geyptg MDS CBIoShABS If kO HF MeYB U xfF BY

FnydAK Ppfrp/liar
Storage Media wy r UOIKF -eTOP3HOF 3CF T

WOxNYr IOF Yf xF y ) R¥coveryivolsdiB TUIBEOYFMPFn K COy by Dm UF »
CFnt CTHT b NMW¥D] 9BON¥IOI AF MiywyBlp B P9P® p BH FOF x Ui
B6CFOtIOF 4drcfpl? WpHTHHIOKF WYNFuPRYyNye® al

Steganography dfF XfF Y-3HOF _ F Y>> @

drBHAMETCKYyAABBY ndAK n4Hy3Ib 33D
_FY>3w MY WpHTRIOF Yfp xHble WA bF
Wy bHROF 6FHBUF N2 bFC}gbhw X1
M¥ygglOF ¢ T wIH/H dFy3UstOF CI Y
MFtpw ®OB nlw C33bh cglOF 4Fmpuy
wy bH RIOF dF YArlOF 2 _ F YHLUKOF CH 37
wyr LULOWF pHRIOFM Y9fF NeiseBdiirage K WO Y I
Encrypted Payloads

PrintOuts WK H 3T r IOF €T

WpOtrtOF ey NKOF3?2 o FOT B CU FB pFrtTw _FYy3HbIHMObITF
Wy AHBY 9fF XFYy 3?2 wk HDeaptionYV AUDY/ A H6 SHIPWKSF Y HD

PHUH A3 BIOMM XxMO3 bIOWF 6n13CfFUdYc HAPb b wy HfF BY Y9FwmMD
3L eB wBCPIlr IOFWHF Y 3B IOFF MFAw 3ORyArr B KDFK DA DY OJF
4 F NDpcptions Dy Y 1 9 HOPisa$EmbRFIyp] gHOFEdI®IE MpFYO Y y | KIFD HIFIOPD | B
DNS 9fF UF T3 KOF eTFH

OHXFUYIOF andK Frerys/Fgms myY n oyl thirkt p6 fFnjlity K& myy CF 3 1

wy TF bIOF  wy XxHXF YIOF dF BH ANT HFOMUG s il Be BYY uxyH SKF
Nr gtr OF 2 unF 3k B HABIF 3OFp e YK mwm YIUFUF ke A /11 FOF  F y T H tOH 3 bl

6n3 PO3s /N1t nsc wBOl bFptp 6n3yylh AFDO3l @ MY WYyE
oCs CTCjb ¢cT bMuF pMCIOF wxfFpBUFM wys3nrpOFUY@Fr I K
6n2 PFO3sKwFmM 6n
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dFBHblc eB wys3s/ir OF,UypPOBEFIOF I BPCRHAKIOPDY 3B XIF K6 !

CXMO3bIlObF aFCbkPshwF B}Y QJyTF/is CT Cj,lpymp fuly bk MDfs rblyy K
drF PMOTF YIOF w3blpj 68 WHOF pphs NWEMTYF I Bor lOFm pFOT
WTPHNATFIOF 29xB wBCYIB wy 30K bip ecsT OBDY pws v  whw
6CFOT A0 wj TF HBOY e y MRMYELeMOD AKOLI S OF 32 x UMNA? 2yc
OKPpMCD afrrgskuwkFm wyIHDHfrj) OF wyGCfr3tTIOF 3Ct

6nysORF oY amp MY CHU eK _ FHBH aHxfpUYIOF wlijyy Ujb 1
WKFc ¢cT _fFUYcb 6139 WXFNIDHWK FYyTHIH3bIIIOF ¢ T eyyKZC
MTpplral0 wtdc wrtfFp3K 44Arsrp

wr br b OF

Wy B H blj IOF ,u§lyFKI"OR QOFIOFD QipAAHMIOF ¢ T 1iBFCbhg hw uH HBFj OF 63
WCUYNrtOF F39bri B ByxmDably DB OBF OKGHR HSI3 ERBYF F FOFOB |
bw wyIONIOF F33BYD Wn3Tt edT WUHYHT IOF c TEFBWE IGFTv U

Fndyt Oy»s

n hHB MDY K
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ASK PC Magazine December2009



mailto:admin@amromoussa.net

ASK PC Magazine December2009



http://www.ask-pc.com/academy.php

